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Abstract: At present, there are few mature solutions to consider security risks in the research field of distributed storage
causal consistency. On the basis of hybrid logic clock and HashGraph, combined with trusted cloud alliance technology
in trusted cloud platform, a distributed storage causal consistency model (CCT model) with trust constraints was pro-
posed. The CCT model designed identity authentication and consistent data trust verification mechanism on the client
side and the server side respectively, and imposed security constraints on the process of data synchronization between
data replicas in the cloud storage cluster. Through the simulation experiment, CCT model can identify and verify the

identity signature forgery, illegal third party and other security risks in the client and server, and provide the trusted con-
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straint for the system on the premise of causing small performance cost.
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Upon sending EF message or event by client
process

HI'E=ILE

2) LE=max (I'"E; pt.E)
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3)if (LE==1I'E) cE=cE+1

MHIBERRI AR/

4)else c.E=0

5) end if

6) print Timestamp: </,c>.E

Upon receiving message m by client process

/' E=ILE

2) LE =max(l'"E; l.m; pt.E)

P Lm WO R SR AR I B L/

3) if ((.LE ==I"E == l.m) then c.E = max (c.E; c.m)
+1

4)elseif (LE==I!E)thencE=c.E+1

5)elseif (L.E==Ilm)thenc.E:=cm+1

6)else c.E=0

7) end if

8) print Timestamp: </,c>.E
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feb GET<k>DSVe,TSc L2
EHDSV
4HELTPS
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HiHDSVe
ISHETPS

(b) GET#pf
3 CCT VX ¥ PUT Fl GET 4%

CCT BERIEL T 0IE 2= 606 5 iy 15 IR 55 i
Z AN AE AT B O A UE B DR SO R s e
PERZEG: 5 [R) IS5 ik 45 i 2 [B] R0 8L [ 2 AT 2 422
W LA HLC 5 IS5 i i 23 A= € ) (PDSV,
part data stable vector), /> T & 7 by 15 Il 55 i 2
(8] 9 B ARG AR & [R5 % HashGroup LM
B T B 367 20, bk 73 R R D R« BTt
CCT BEAYAE Ay Kl DR A B0k 2 G M 22 4 XU
() TR IS - A 3 AR v B PR RE T  AH LL TR 5 18
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S =J7 I, W R s RUR — S R R A e e AR
B, 7R B B s Al B AR A S it e AR
B 1) Saturn BEAUAHEL, KOKFEAC T 58wl L i
G, Hm T RGEVERE.
3.1 EPimPEIRT{EHLH

B30 2 2 P IR GET # R PUT £
Bk Foh & P RIS AT I Se ) B s AT IR
AMEAAAE S A ANE , g5 = Fa G
LA, B4 TSe, AE A MRS i b B
SKICHAG o 2428 ) bt P AFAEAN 224 PR 3R Al T A5 A7 A
A S AT AR AR KB I, ATAE AR R, P
AR HE ARG B 25 7 S AT A A

BiE2 %0 e PIWELR

GET &1k

MWIN Bk DSVc, TSc

WY v, ds, PDSV, TSs, TPS

1) TSc =TSS_Quote(Client c¢,Pcr,IP,Port);

PR s AT AR A LA SGE AT SR A L
AL IR EECE A

2) send <GETREQ £,DSVc,TSc> to server;

/%1% GET i =Rk*/

3) receive <GETREPLY v,ds,PDSV,TSs, TPS>;

4) if (check(TSs))

P*IRAIE Al 55 S T A 2 44/

5) DSVc < max(DSVc,PDSV);

P B 7 iR A+

6) for each <i,hi>€Eds

7) DSc « updateDS(i,4,ds,PDSV);

1 S5 7 i MRS */

8) if (TPC(DSc) <« TPS)

PR TR UE S/

9) else

10) end if

11) end for

12) else

13) end if

PUT #1E

MWIN Hk, {iv, TSc, DSVc

it ut, m, TSs, TPS

1) TSc =TSS_Quote(Client ¢,Pcr,IP,Port);

PR s AT AR A LA SRR SR AT L
J R4

2) send <PUTREQ £k,v,TSc,DSVc> to server;

%1% PUT i k*/

3) receive <PUTREPLY ut,m,TSs,TPS>;

4) if (check(TSs))

PIRAIE Al 55 S T A A 44/

5)  DSc « updateDS(m,ut);

1 S % i MRS */

6) if (TPC (DSc) « TPS)

PR TR UE S/

7) else

8) endif

9) else return error;

10) end if

return v

return error;

return error;

return success

return error;
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RARG IS5 St o 0 S £SO R 55 i W) B i ()R 1
Je45 TPM 2.0 R A UEBL IR 50 1k 55 i 1) £ 43 25
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AL E m LA TER ut BFT AR BOC R L. B
JE VSRR R AR PTASUESS 15 IRg5 s AR
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I HBRlZdg K, BT EFHAUE S K% .
3.2 BRS5im R RIS AL

J 55 s i A — AL B A 5% GET. PUT iX
2 M, GET REFRWIS 3 Jivme HAEM TSs.
TEALFREE P GET 1R, SRR 2P i n] {54
% TSc HEATHRES:, 4 S A AR R WA 25 ) S At g
R DSVe HEFTRIAN DSV o HARYE 1% At sk
PRV B 22 A AT PR R OGS I B P s T (1 - B B
RERLE dse FUGHE kv 4% ARG RAEME
TPS. Bt AriZIE v« HOBOCREE ds. g5
HRMUE i PDSV IS5 (5284 TSs LA K
FIFEUESS TPS F1ELRCh Wa N B A1 35 i o PR Ay
% J i 5 R 2% S ds AT R v (R AT AE A O BT AT AR
BIRBREORK, FrelJcie 22 smid e i ds i, $4m]
STCEIATE B2 4 B TR IE I TR

Bik3 MRs5um pr M GET A1 PUT #:4F

GET #1E

WX #k DSVe, TSc

il {4v, ds, PDSV, TSs, TPS

1) Upon receive < GETREQ £,DSVc,TSc>

2) TSs=TSS Quote(p, ,Pcr,IP,Port);

PRI DXL TR A LR A5 e IR 55
L EIEEECE A

3) if Check(TSc)

PRI S WA 244 %)

4) DSV, < max(DSV, ,DSVc);

5) obtain latest v from v chain of key £;
6) ds «— updateDS(d.sr,d.ut,d.ds);
P HPTHOBIOR R A/

7 TPS =TSS_Sig(k,v,DS);

PARYEEHE L SRS R 2 e AT AR TR/

8) send <GETREPLY d.v,ds,PDSV, TSs,
TPS> to client

9) else return error;

10) end if

PUT &4k

WIN #tk, {Hv, DSVc, TSc

Wt ut, m, TSs, TPS

1) Upon receive < PUTREQ k,v,DSVc, TSc>

2)  TSs=TSS_Quote(p, ,Pcr,IP,Port);

PRRIE IS L ATAE AR il DA SIS S5 F 2 TR 55
RN RS

3)  if Check(TSc)

4) dt <« max value in ds;

5) updateHCL(dt) and Create new item d;

%53 A ) */

6) d.k — <k,y,VV, [m],m,ds>;

7 insert d to key chain of k;

P BT A H Al AT A/

8) TPS =TSS_Sig(k,v,ds);

PARYEEHE L SRS AR 2 e AT AR TR/

9) send <PUTREPLY d.ut,m, TSs,TPS> to
client;

10) else return error;

11) endif

12) for each server pl k€ {0, - M — 1} k#m do

13) send <REPLICATE d,TS> to p};

2 Toa) LR ) AN R SR BB ST SR/

14) end for

S 3 AL T R SS iK) PUT SRRt f . o
Je il TSs F%F TSe REATHE, AN AEOREE S 73 7]
5, SEREX 2 i oK B AN AT 22 42k 4
% S O R TR AW, WA R G A il
), ZrPCBEAA eI, I SR A RS RS FI AR



© 152 ST =S

o 42

KR ds. feJr vHEHEE TPS JKe i v iy S8 & 3% 5]
%, Horh AR I TR uts A TC R AE A% 2 )
m WAFEEEE A5 S TPS AR 45 bi & 43 ] {528
4 TSso AN, RS U Ak B 52 % 7 s () PUT 5 3K i
B4 X i B 5 NRAS, Bl AHAR
4y X 3% 52 i & (Replicate d), 2 M HLC .
HashGraph SLIAHLH], 1 &ds oo 3 X BEL 5 3L
KRB FD BOHUIRE, FERL 3.3 1.
3.3 BRFimZ BB E S AL

ST AME LR CCT AR ads T
& P 5 ARSI A GIE R R, Herp s R 2B 1
AR 4 FioR e St sEBr = PR s 4 A U 1 A7
WS OHET TS 0T, Sorb F P e koK 2
FEPAE 11:00—23:00, CCT #RLEL IR 553247 B
i 24h, RIFEASR 2 Mo RZEH BN,
2R R ATAE I P4 1 5 5 i R A4 L T
EIATEE ~, $ROEds— Sk o s A F B .

K 4 & CCT BRI R4 s IR A5 3EA T 5 8
(R, L A DR IR — B (A T A 2 SR AR A P
Mo — 7 1 AN 2 ) (R R A T B B, 3
TAME 2 BN RIS T AR AR E T DSV Al
TSso ot DSV AV HI W ) vy 47 0 =K (17 B4
RS REEG T 90T b A BRI RS, &
JEXF R Z A RS AT FD s . 59— 7 T
U1 g B A PR 508 £ 500 A7 i 4 DX AE A BEA 7 B SR
TR T 1 b 45 460 5 508 PO A 23 X SR S A
K1 X AT{EF2 e 4> & (PV, partion vector), %4} &
(A AR b B AS T RS RS, BRI AR AE 2 A7 5
R v 5 L R AR )20 R e RS S 38 dsoB 4% H i
RN AT A5 R AN BE D B P 2 X, s 40 X )
DAL A A 0 B B A7 R A AT B 3T

BiL 4 g5 p) 4" HEARTBEAT ¥ &

DN

it OB R

1) Upon every € time

2) DSV, <« entry-wise min), (PV});

/% [ 5 I 8] ] b Jm 294K s PV SE B DSV*/

3) Upon every A time

4)  if there has not been any replicate message
in the past A time

5)  update HCL();

6) endif

7)  for each server pl,t = random(M — 1),k £ m do

8) send <HEARTBEAT DSV, TSs> to p;

PRI AR R A ST Ok L/

9) end for
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